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Basic Execution Chain



Objective & Goals

● Achieve UCE (Unrestricted Code Execution) by bypassing EDR’s and using evasion 
techniques.

● Call the least amount of WinAPI functions from Windows in order to prevent detection and 
having to implement API Unhooking. (Which would also need to not get detected, so we 
do AMSI bypassing first then API Unhooking and other bypasses later.)

● Do the above without having the need for BStub obfuscation.



Problems & Issues

● Bypassing more advanced AV’s such as ESET, Kaspersky, and SafeGuard require way 
more work and bypasses, such as a HIPS bypass, Firewall/Network Module bypass, and a 
PatchGuard workaround in the event of SafeGuard, most likely by finding a new way to 
execute arbitrary code (hell no).



AMSI Bypass | Part 1

As mentioned earlier we need to bypass AMSI without the need for API Unhooking or BStub 
obfuscation. This was quite easy since Microsoft provides PDB files for all of there DLL’s. (Even 
tho a PDB file is not required for exported functions.) Upon reversing “amsi.dll” in IDA PRO we 
can find the memory address to “AmsiScanBuffer” and the Image Base to the DLL.



AMSI Bypass | Part 2

So now we have the Image Base “0x180000000”, and the memory address for 
“AmsiScanBuffer” which at the time of writing this documentation is “0x180003860”. So after 
some ASLR math and C# magic we have our BStub. (And we only use 2 WinAPI calls!)



To be continued…


